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Protecting Identities
It’s a digital world, and securing it is only getting more complicated. Security threats and 
their consequences continue to increase, and IT security professionals are worried. There 
is a growing concern about stolen identities because access to sensitive corporate data is 
protected only by passwords—which are often weak and easily hacked. 

Unsurprisingly, budgets aren’t increasing at a rate necessary to cover the cost of breaches.   

54% 63% 80% 8%
INCREASE IN MOBILE 
MALWARE VARIANTS
- 2018 Internet Security 

Threat Report, Symantec

OF DATA BREACHES 
RESULT FROM WEAK OR 

STOLEN PASSWORDS
- Data Breach 

Investigations Report, 
Verizon

OF COMPANIES WILL FAIL 
TO COMPLY WITH GDPR

- Predictions 2018 A year of 
reckoning, Forrester

IT SECURITY BUDGET 
INCREASE FOR 2018

- Gartner
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Protect sensitive data and 
mission-critical systems

Gain Access: to a network, system, application 
or data

Verify a Transaction: with or without a digital 
signature 

Encryption: whether hard disk or email

AUTHENTICATE WORKSTATION

REMOTE ACCESS

ACCESS TO CLOUD APPS

UNLOCK WINDOWS STATION

TRANSACTION SIGNING

EMAIL ENCRYPTION

ELECTRONIC SIGNATURE TO DATA

SECURE BOOT ACCESS

Strong authentication is critical when users need to 
prove their identity in order to:
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Determining the Right Approach
An abundance of options can be wonderful—or overwhelming. We recommend 
determining how important the following criteria are for your use case: security, user 
experience and compliance. Keep in mind that the best solution may be to provide 
different options for each scenario, addressing the specifics of each use case 
separately.   

Security – How sensitive is the data you’re protecting? Some applications and 
data carry higher risk than others. 

User Experience – Who is authenticating? It’s important to minimize the 
impact on your employees and customers in terms of time and complexity to 
avoid frustration and negative experiences. 

Compliance – Are you subject to government or industry-standard regulations 
that dictate strong authentication? If so, it’s imperative to choose a solution 
that meets all requirements.  
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Authentication Devices 

Go beyond simple, static passwords to
provide multi-factor authentication, 
which increases trust in a user’s identity

Enable secure network, system or 
cloudbased application authentication

Are available in several form factors to 
best meet user’s needs

Can be initialized at time of issuance and 
do not expire

Did you know that security authenticators are still one of the most convenient choices for 
strong authentication? Not only do they deliver the advanced security that organizations 
need, but the devices also employ a common user experience, so adoption isn’t a challenge.
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Hardware-based Authentication
A one-time password token delivers just that—a password that is valid for one login session or transaction only. This 
delivers much stronger security than simple passwords, which are often easy to guess or steal. The hardware device 
calculates the OTP, then the user manually enters the OTP and a personal PIN.

• Tough and long-lasting
• Slips into a pocket or purse with ease 
• Casing color and logo can be customized
• Longer battery life

Pocket Token

• Robust casing and design
• Customizable security options
• Casing can be customized
• Waterproof
• Power saving features

Flexi Token

• Wallet-sized 
• User-friendly keyboard and graphic 

interface 
• Flexible security options
• Replaceable battery 

One Token

• One-click passcode 
• Customization options available
• Employee or customer authentication
• Waterproof

Mini Token

• Compact and durable package
• Casing color and logo can be customized
• Longer battery life
• Great for Field Service employees

Keychain Token
• Larger display face and buttons simplify PIN 

entry to reduce eye strain 
• Voice-enabled authentication for the physically 

impaired
• Replaceable battery
• Ideal for home or office use

Desktop Token

Transaction Signing                  VPN Connection             Secure Access to Cloud Apps
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Mobile Soft Tokens
HID Approve enables organizations to leverage the devices their
employees already carry—such as smartphones, tablets, and laptops— 
to authenticate. Soft tokens deliver a simple and efficient solution for 
distribution, activation and reuse, while delivering transaction 
verification functionality through the convenience of mobile push 
notifications.

Out-of-the-box customization options are available, and organizations 
may personalize the app with their logo and color schemes—without 
the need to build and maintain their own solutions.

• Trusted Identity:  high assurance that the person requesting access 
an authorized user 

• Seamless Experience:  simple, intuitive, and powerful user interface

• Frictionless Security:  backed by third-party penetration tests and 
independent audit reviews, with runtime application self-protection

Transaction Signing                  VPN Connection             Secure Access to Cloud Apps
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Multi-purpose Contactless Tokens
Frictionless tokens deliver an improved user experience by employing Bluetooth to send the passcode
and Near Field Communication (NFC) technology to receive it. The process is secure, and the user
no longer has to manually enter a string of numbers.   

• One-time passcode can be sent with one   
click for the simplest user experience (OATH)

• Securely access multiple online    
applications without pre-installed    
software or a client app (FIDO U2F device)

• Can be customized with corporate    
logos and case colors

• Field upgradeable

BlueTrust Token

PC Access                 Remote Access             Web Application
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A USB token provides plug-and-play authentication to systems and applications through simple insertion into 
the USB port of the machine you need to access. These tokens support all of the functionality of a PKI-based 
smart card without the need for a card reader. They are ideal for users such as IT administrators, who require 
secure access to multiple workstations and servers.      

Smart USB Tokens

• Provides strong security in an    
easy-to-use, portable form factor

• Delivers two-factor authentication, encryption 
capabilities and digital signature

• Combines the security of a smart card   
with a built-in USB reader

• Locks workstation by simply removing the 
device

• Supports security algorithms such as 3DES, 
AES, RSA, ECC

• Certified NIST FIPS 140-2  

USB Token

PKI Logon               Remote Access             Unlock Windows station   

Email encryption     Document signature               Pre-boot Authentication
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Beyond products accessories, HID Global also provides graphical and electrical customization 
capabilities on-site.

Services and Accessories

Electrical Personalization

• Security algo: ActivID, OATH

• PIN policy

• Dedicated transport keys

• Custom messages

• Seed file loading process

Graphical Customization

• Branding

• Color Casing

• Labelling

Accessories

• Pouches

• Universal coupler for reinitiation
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PKI Smart Cards Authentication
HID® Crescendo® smart cards provide strong multi-factor authentication while addressing PKI security needs where 
high levels of assurance are required. Certificate-based Crescendo® smart cards protect application access with 
increased security and cryptographic authentication for remote access, PKI logon or corporate badge for IT and 
physical access. They support the highest level industry standard cryptographic algorithms (3DES, AES, RSA, ECC) 
and enable compliance with HIPAA, HSPD-12, SOX, GLBA, FFIEC, Basel II, PCI, and HITECH.

PKI Logon               Remote Access             HID PIV Enterprise & Express  

Digital Signature     File & disc encryption               Corporate badge

Crescendo® 1100
• Hybrid card compatible 

with traditional PACS 
technologies

• Can be bundled with 
ActivKey® SIM

Crescendo® 144K FIPS
• Hybrid card with NIST FIPS 

140-2 certification. 

• Available with a choice of 
iCLASS®, Seos®, MIFARE 
Classic® or MIFARE 
DESFire® physical access.

HID® Crescendo®  
Temporary Access Card
• Ready to use, PIV-like 

credential designed for 
visitors that are not PIV-
eligible. 

• No need for deploying new 
credential management or 
PKI infrastructure.Crescendo® 1150

• Can be deployed with 
Microsoft minidriver-
based applications 
as well as ActivID® 
ActivClient

Crescendo® 1300
• Dual interface card for 

future-proof and advanced 
security installations. 

• Compatible with HID 
iCLASS SE® ecosystem.



hidglobal.com

© 2017 HID Global Corporation/ASSA ABLOY AB. All rights reserved. HID, HID Global, the HID Blue Brick logo, and the Chain Design are trademarks or registered trademarks of HID Global or its licensor(s)/supplier(s) in the US and other
countries and may not be used without permission. All other trademarks, service marks, and product or service names are trademarks or registered trademarks of their respective owners.      2017-09-25-iam-otp-ig-en

ONE-TIME
PASSWORD TOKENS

HID ActivID®
One-Time Passcode

(OTP) Tokens

ActivID®
Authentication

Solution

AUTHENTICATION
PLATFORMS

LOGICAL
ACCESS

HID ActivID®
One-time Password (OTP) Tokens

HID Global security authenticators are fully integrated with ActivID® back-end infrastructure to 
facilitate the authentication. HID Global provides multiple options to best fit unique corporate 
needs.

Authentication Ecosystem

SOFTWARE
• Versatile
• Scalable

ACTIVID CMS & 
AUTHENTICATION 
APPLIANCE
• Turnkey
• High Availability

VIRTUAL MACHINE
• Turnkey
• High Availability

ACTIVID AUTHENTICATION SOLUTIONS



hidglobal.com

Why HID Global? 
The widest selection of authenticators
At HID Global, we Power Trusted Identities. This 
means that we take a holistic approach to identity 
and access management by providing the broadest 
portfolio of user authentication solutions, meeting 
the needs of diverse industries across a variety of 
touchpoints.

HID’s portfolio includes:
 ¡ the widest selection of authenticators
 ¡ the broadest portfolio of identity and access  
  management solutions.

Powering Trusted Identities
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Regulatory Compliances
Organizations are under increasing pressure from growing 
regulatory requirements. As such, it is critical to build 
sustainable strategies and integrate technology solutions 
that go beyond simple compliance. Balancing seamless 
compliance with frictionless access to data will ensure 
operational excellence.  

The European Union (EU) seeks to strengthen 
payment security and enhance both consumer 
choice and consumer protection. HID Global’s 
entire portfolio of authenticators provides 
enhanced security layers for electronic transactions 
and the addition of two-factor authentication—a 
key requirement of PSD2.

HID authenticators utilize encryption algorithms 
for non-military government agencies—both for 
employees of the agencies and for government 
contractors and vendors who work with the 
agencies.

GDPR aims to give control over data—gathered 
about users by various data processors—back to 
users. This reduces the risk of personal information 
being exploited or misused by limiting the amount 
of data that may be collected by companies, the 
way it can be used, and the amount of time that it 
can be stored.
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Industry Standards

A public key infrastructure (PKI) consists of 
software and hardware that a trusted third  
party—a Certificate Authority (CA)—can use to 
establish the integrity and ownership of a public 
key. The CA accomplishes this by issuing signed 
certificates that affirm the identity of the 
certificate subject and bind that identity to the 
public key.  

OATH is an encryption reference architecture 
using open standards that promotes the 
adoption of strong authentication. Authentication 
systems based on OATH standards allow easier 
implementation of a wide variety of services. 

FIDO products enable an interoperable 
ecosystem of hardware-, mobile- and biometrics-
based authenticators that can be used with many 
apps and websites. Fido is focused on stronger, 
simpler authentication. 

HID Global authenticators fully support PKI-based 
applications and Identrust digital certificates.
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Contact Us for more information

https://info.hidglobal.com/iamglobalmfauthenterprisedigitaladslkdininfographictokens_LP-Request.html
https://www.hidglobal.com/

